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1.

Introduction

Allxon Device Management (ADM) is the turnkey solution for vertical applications deployment. It has a
complete device management with a Central Portal. Start from enrollment, ADM supports file or
manual enrollment. Over-the-air software can be provisioned or updated by groups. All devices will be

well configured through automated process for deploying group policy.

Most importantly, ADM collects real time data from devices at locations around the world and
automatically removes sensitive data. Through the dashboard, ADM summarizes the data in charts and
map view, you can simply overview the device status from the dashboard. The proactive alerts and

audit reports give suggestions on device status for policy compliance and safely delete the device.

Information Operational
Technology =z y Technology
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2. Getting started

Welcome to the Allxon ADM User Manual. This User Manual primarily describes the steps to configure the
Allxon ADM.

2.1 Prerequisites
v' User Account registering information (From Allxon Administrator)

v' Make sure your network is accessible in order to connect with ADM portal

2.2 Operating Flow

Devices

Sign in Operators Applications Policies Dashboard

Groups

When you sign in to ADM Portal, you may first look into “Devices”, “Operators” and “Groups”. In
“Devices”, you may see basic information or activities of devices; In “Operators”, it is mainly used to
manage the ADM operators and roles; In “Groups”, there is a hierarchical structure where you can organize

the groups.
After managing the operators and devices in ADM, You can add more features by having new APPs for
“Applications” and manage the APPs. The application can be installed through “Policies” and applied to the

devices. In “Policies”, you can also modify the automatic settings of devices.

Through all the settings and modifications, the statistic of devices will be briefly shown on “Dashboard”.

Users can utilize reports for further analysis.

Let’s get started!



3. Signin

Before the first time Sign In, you will receive an Email Invitation. Click the link on Email Invitation to launch

the web browser and enter Sign In page.

Hello Eunice, Cheung

Role Change

Your account information as below

Username:Eunice.Cheung@acer.com

Temp Password:4bV2TKET

click here to sign in portal

Acer

4 1] 4

User ID will be prepopulated into the Email input box on Sign In page. You manually enter the temporary
password.The Create Password Dialog will pop up immediately to ask the new operator to create a new

password.

AliXON

Sign in to ADM Portal

‘ jchou@allxon.com ‘

Forgot Password

[V Remember me



4. Dashboard

4.1 Enter Dashboard

The dashboard is the starting point of ADM. It offers a quick overview status of your devices. You can map
view with zoom in/out to check device distribution, check the device platform distribution, device type

distribution and curve graph of device status for different time range.

Health Status: You can set device alert when CPU Usage, Memory Usage, Storage Usage, System
Temperature are abnormal.
Connectivity Status: You can check device is Online, Offline or Unknown.

Enrollment Status: You can check device is Provisioned or Unprovisioned.

After signing in, you will land on the dashboard under the group(including all sub-groups) that you are
assigned . If you want to enter Dashboard from Menu, click “Dashboard” icon on the left menu to enter
Dashboard.

America @ Qzu G

Dashboard updated:02/26/2020at06:13PM @ Download Reports

]
Device Summary
XL
X Health Status Online / OFfline Status Enrollment Status
3 Connection
7 System
7 Syster 38 4,452 / 4,383 16246 4498 Provsioned
Atert; 7 Display onli OFfine / Abnormal '
nline ine normal A N
@ 9 Peripheral Total Devices 11,748 Not Provisioned
1BAR
Device Status 02/19/20 - 02/25/20 Device Platforms UDI]
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0
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Windows @ Android @ Linux

———>  Enter Dashboard



If you want to check or edit your personal profile, click the logo of your name and choose profile. You can
see/edit your basic information and password. For example, you can see/edit the country, time zone and

language of the account.

@ ofd BDMUS >
. James Chou
] Dashboard updated 02/26/2020 at06:13 M e

America v

Device Summary -
B
Health Stat Offline
38 4452/ 4‘383 16.246 4,498 Provisioned
[ 27 - N '
Online Offline 7 Abnormal Total Devices 11,748 Not Pr
02/19/20 - 02/25/20 Device Platforms (o

Device Status

I-H otal Devices ~o- Provisioned ~o- Unprovisioned %
o 4498

v @ Do @

[1c JERS

Basic Information

Account: Edit Security:

User D jehou@allxon.com

loined Time 10/04/2019 ak 03:49 PM Admin of the group




Allxon should have assigned the role for you before you enter ADM. Allxon has created several roles in
ADM such as Super ADMin, ADMin, Operators and Guest. Below are the suggestions for users. You can

add/delete actions for each role. Please refer to 8.2.2.

Main Category Sub Category Actions
Create/Delete Roles

Role
Update Roles
Create/Delete Operators
User Manage Operators

Account Management -
View Operator Info

Create/Delete Groups
Group Edit Group

View Groups
Input/Delete Devices 5K
Manage Devices

Edit Device Info

View Device Info

Device Management Device

Update Policy

Policy Management Policy Approve Policy

View Policy
Register/Remove Apps
Update App Versions
Approve App Versions
View App Info

View Reports
Dashboard Management Reports Download Reports
Subscribe Reports

When receiving new notifications, the notification badge will appear at the notification icon. The number

App Management App

of the new notifications will be displayed inside the notifications badge. Click the badge to enter the

Notification Main Section.

|

off BOMUS > ameica v @D LD @
Dashboard updated 02/26/2020 at 06:13 PM

Device Summary

fealth St ! il

- :‘ e 38 4452 /4383 16,246 4,498 Provisioned
e . ‘ Online Offline # Abnarmal T 1748 Not Provisioned
Device Status 02/19/20 - 02/25/20 Device Platforms (o




After entering the Notifications Main Section, the notifications badge will disappear. In the notifications

list, unread notifications will be highlighted. Click each notification link to go to related section or profile

page.

America v

32 unread notifications

Content

@ 2.0

Received

IApplications BDM Agent 2.12.1000 Force Update is scheduled. [2020-02-27 01:00:00] [jake] I

Applications BDM Agent 2.11.2004 Force Update is scheduled. [2020-02-27 01:00:00] [jake]

4.2 View Data

4.2.1 Device Status

02/26/2020 at 06:17 PM

02/26/2020 at 06:15 PM

If you want to view data with different presentations and data details, mouse over a data point on the

status line to show the detail information. It shows three status of the device. “Provisioned”*~ means the

device is ready for use. “Unprovisioned”

Q)

cff BDMUS >

Dashboard updated: 02/26/2020at 06:13 PM

Device Summary

Health Status Online / Offline Status
3 Connection

7 System

38

Online

4,452 / 4,383

Offline / Abnormal

27 pas

7 Display
9 Peripheral
1BAR

means the device is not ready for use.

America v

® 00 0@

Enrollment Status

4,498 Provisioned

16,246

Total Devices 11,748 Not Provisioned

Device Status ‘

02/19/20 -02/25/20

Device Platforms

(o

Totd Devices —0— Provisioned —0— Unprol
18,000
15,000 o
Total device amount //
12,000 A — o
S0 The device is ready foruse <—
'6’000 The device is not ready for use \
' (o O O
3,000
0
02/19 02/20 02/21 02/22 02/23 02/24 02/25

isioned

® Windows @ Android @ Linux
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4.2.2 Zoom In/Out Map

Mouse over a country/city on the map to show the detail information of device in different

countries/cities. The map zoom level range is wide. Based on region data, the map will position the current

region in the middle on the map. The device number within the cluster size range will be presented in the

cluster.

Click the “+” button or the cluster to zoom in the map.

Click the “-“ button to zoom out the map.

Click the “Device Name” on the cluster to enter the Device Profile page.

;o TEm

Map data ©2017 | Terms of Use

Arau

W . S ’ - g
ST - . g il

J..!.’?H ;

-

Map data @2017 Google | Terms of Use
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4.2.3 Switch View

“Device Platforms” show you the numbers and the systems your devices belong to. “Device types” show

you the numbers and the type your devices belong to.

If you want to see data in different presentations, Platform and Type charts are able to switch views. You

can click the “Pie” icon to switch the pie bar chart view to pie chart view or click the “Bar” icon to switch

the pie chart view to bar chart view.

Q)

A/

R]

@ ()

©

X

B [0

off BDMUS >

Device Status

Device Locations

Uzbekistan ko zetan
ey Turkmenistan

Afghanistan
Iran

Pakistan

Saudi Arabia India
Oman

Yemen
i1 of Ader rabian Sea

thiopia

(Burma)- Phil e Seq

China @ SouthKorea  3Pan

Thailand uth
I

Vietnam Philippines

Device Plajforms : o I
Windows @ Android @ Linux
Device Typps ®

ofs BDMUS >

Device Status

America v

@ 0.0

Dauica Diot UDD

Switch to bar chart/view 2«

es —o— P ed —o— Un,

Device Locations

Uzbekistan o stan
o Turkmenistan

Afghanistan
Iran

Pakistan

Saudi Arabia Iindia
Oman

Yemen
I of Ader

thiopia

China @ SouthKorea 22PN

Myanmar @
(Burma); iietats

Thailand uth
\

Vietham  Philippines

44981

d Windows @ Android @ Linux

Device Typ
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4.2.4 Change Time Range — Custom Time Range

You can see data in different time range. Click the time range button to reveal the time range selection
menu. It offers you the options of “Last 7 days”, “Last 30 days”, “This month”, “Last month” and “Custom
Range”. If you want a specific time range, click “Custom Range” to reveal the date picker. Then click the
desired date on the calendar to set the start date and end date. After the selection, click the “Apply”

button to display the data within that time range.

@ D-E BDM US > America v @ Q“ @

Health Status Online / OHfline Status Enrollment Status
3 Connection
- 7 System B
38 4,452 /4,383 16.245 4,498 Provisioned
27 IS 7 Display | - i | ,
- 9 Peripheral Online Offiine / Abnorma Total Devices 11,747 Not Provisioned
\\’ 1 BAR
) Device Status 02/19/20 - 02/25/20 Defice Platforms []DIII
@Q Time range selection
¢ 18,000 %
0 15,000
~ 12,000 ° ° o o
o — 4498
e o Custom range € @i 02/25/20 Apply
3,000
: <
02/19 02/20 02/21 02/22 02/23 .
s M T w T F Windows @ Android @ Linux
Device Locations 2 3 4 5 o ’ = Types @
9 0 11 12 13 14 3
" Uzbekistan, kygyzstan : 16 17 18 20 21 P o
ey = Turkmenistan { EEHETT i 73
Syia ) - China . South Korea  J2PaN 2 < _— P .
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4.3 Reports

In order to provide the user more useful device data, we allow the user to subscribe the daily report from
the portal, and the report types as below:

Device Info

Device Activities

Device Connectivity Status

Application Info

Application Activities

Operator Info

Role Info

O N O U s WD E

Alert Records

@ off ADMUS/ allxon > ameica v~ @D @
(7| Dashboard

Dashboard Screenshot

Device Summary

Subscribe Reports
Health Status Online / Offline Status Enrollment Status

2 Connection

0 System

1 6/6 0 7 Provisioned
0 Display : §
Alerts 0 feripheral Online Offline / Abnormal Total Devices 2 Not Provisioned
0BAR
1 Others
Device Status 05/06/20-05/12/20 ~ Device Platforms DDEI
10 Total Devices —0- Provisioned —0— Unprovisioned
8
O O O O O O 0
6
4
2 /
o o o o o
0
05/06 05/07 05/08 05/09 05/10 05/11 05/12

& Windows & Android & linix

Select Report Types

Report Types:

[} Device Info

[} Device Activities
Device Connectivity Status
Application Info

Application Activities

RoleInfo

O
O
O
[C] Operatorinfo
O
O

Alert Records

The daily report will be generated at 00:00 of UTC time, and the
content will include the data during last the 24 hours.
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The daily report is saved as a CSV file and keep on the Portal about 30 days. The user who has the action
“Subscribe Reports” can adjust the Subscribe Reports Settings and download the daily report. Please note,
the daily report will be generated at 00:00 of UTC time, and the content will include the data during last

the 24 hours. For example, | will be able to get the new daily report at 8:00 AM when | live in Taiwan.

Report Files List

2020-05-12_Alert_Records.csv
2020-05-12_Application_Activities.csv
2020-05-12_Application_Info.csv
2020-05-12_Device_Activities.csv
2020-05-12_Device_Connectivity_Status.csv
2020-05-12_Device_Info.csv
2020-05-12_Operator_Info.csv

2020-05-12_Role_Info.csv

@ 2020-05-11

Please note, the time information in the daily report is the time
with UTC + O timezone.

Settings

16



5. Devices

“Devices” is a control center of all devices. It includes Device enrollment, Device information, Device
management. You can find all information related to device in “Devices” and the reports give suggestions

on device status for policy compliance and safely delete the devices. It also thoroughly records the device

activities to monitor the operating process.

@ off BDMUS > meia v @D Ln @
Devices (16,245) # Manage EDID [CE=IC N (Q)
> First capital letter of device name
Q ame A Status Serial Number Platform Enrollment Group
b4 o 1 Windows Unprovisioned BDM US
Abnormal 2 Windows Provisioned ABS/
@ KSA12345680 Windows Unprovisioned ABS/
° 3 > Abnormal 3 Windows Provisioned ABS/..
Q ° 4 KSA12345681 Windows Unprovisioned ABS/
o 4 © Abnormal 4 Windows Provisioned ABS/
o 5 KSA12345682 Windows Unprovisioned ABS/..
o 5 Abnormal 5 Windows Provisioned BDM US
o 6 KSA12345683 Windows Unprovisioned ABS/
° 6 > Abnormal 6 Windows Provisioned ABS/..
° 7 KSA12345684 Windows Unprovisioned ABS/
o 7 © Abnormal 7 Windows Provisioned ABS/
-

Enter Devices Main Section

—

5.1 Enroll new Devices

If you want to enroll new devices, click “Devices” icon on the left menu to enter Devices Main Section page.
Click “Enroll” button on the right top. Click “Select a File” button to evoke the system file picker. You can

select a CSV file (The device enroll template is below) or click on “key in” to enter the information.

A B C D E F| G H [ i K IL M M 8] P Q
1 [SerialMumber IProductModel DeviceType DeviceMame StoreAddress City State CountryCode Zipcode Longitude Latitude ChannelName Storeld StoreName StoreFhone PicturemachineFlayerld
2 |NC910064300i0ube PC Financial Plaz 130 Merchan Hone Hawa US 96813 -157.862 21.3084 Jamba Juice 352 Financial P 808-628-66: 100123

Only Serial Number is required information, others are optional.

Country Code: Refer to ISO 3166 Codes (Ex: Australia’ Country Code would be “AU”)

Store Phone: Additional Characters will not be accepted.

Device Type: Only accept “PC/P/Smartphone/S/Tablet/T”, other Device Types will be defaulted as “PC”.
Store Address: Should be separately key in to the column of “Address, City, State, Country, and Zip”.

*Zip Code, Longitude and Latitude: Only accept Digits.
*Serial Number: Only accept uppercase letter, lowercase letter and digits.

The device enroll template:

17



Product Model: The product model should be on your machine

Serial Number: If you are using a laptop computer, you can easily find the service tag on your machine

Alternative: Search “Command” in your machine and input the following command

“wmic bios get SerialNumber”

*The picture below is an example. All machines are applicable

B [ 49:2012/05/05

Asplre V3-471G- 53214[‘75Ma

[LILOMEL LR

‘l J\ ‘ Lk 1‘
RZ3’A00_3|_218141277760_|

AL

SNlD 21808255176

Click and select the desired group. The new enrolled devices will appear on the devices list with highlight

for 5 seconds.

Enroll New Devices

Import

Select a File (.csv)

Download CSV Sample




5.2 Device Management

5.2.1 Move device

s @D Lo @

DE Evaluation/ BD >

# ManageEoD ll ® Enon RO

Devices (9)
L__] Name ~ Status Serial Number Platform Enrollment Group 0
o 000A0A9AQOEC EZM191100016 Linux Unprovisioned PM James/. O
@ o 000ADAGAOOGE EZM191100018 Linux Unprovisioned PM James/ O
o 000ADAQAD061 EZM191100005 Linux Unprovisioned PM James/ 0

You may need to move devices to other teams or different Administrators. Click the check boxes to select
all the devices that need to be moved. After selections, click the “Move” button and then click the desired

group to make the selection. Click “Move” button to confirm the action. After the move, the action

feedback toaster will appear on the page for 5 seconds.

America ~ @) Do e

D-E Evaluation/ BD >

Set SuperRTC @ Apply EDID IQ Move Q‘

Devices (9)
LJ Name ~ Status Serial Number Platform Enrollment Group O
o 00DADAQAD06C EZM101100016 Linux Unprovisioned PM James/. |
o 000AQAQAQOGE EZM191100018 Linux Unprovisioned PM James/. M

Select a Group X

« BD

3

DEMO-1

PM James () ]

t New Group

Click the group name to select that group.
Click Left/Right Arrow to enter the parent/child group.

N
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5.2.2 Reboot device

There are two ways to reboot the device.

1. Remotely reboot

Click the desired device’s name to enter the profile page. Click “More” button to reveal the contextual

menu. Click “Reboot Device” button to send the reboot command to the device. The “Rebooted” activity

will be added into the Activities log.

@ < Devices e @ 0L @

A OO0OB_DE5500 , “More” button
o 0 = j
Reboot Device

Basic Information RebOOt de‘"ce
\ Take Screenshot
p— Enrollment: Edit Hardware/Software: Download Log
Enrolled Time: 01/02/2020 at 05:56 PM Model DES500/DEX5550
Send Commands
Group: Sam Serial Number:  91DEKOOE1BR91500005)EA1

Delete Device

Store Type PC
Addre: cPL Intel(R) Core(TM) i5-7287U CPU @ 3.30GH

Pho mor 6

Agent Version 2.12.1000 Storag 19.24GB

Applied Policy . 05 Microsoft Windows 10 Enterprise LTSC | 64-bit | 10.0.17763
Distributed A, 2

2. Automatically reboot
You can set the reboot device time in “Policy”. The device will automatically reboot.

* Regularly reboot the device every day can reduce the wear of device.

5.2.3 Take Device Screenshots

If you want to monitor the display remotely, you can take the real time screenshots of the device to see if
the display is working well. Enter that device’s profile page and select “Take Screenshot” from the list of
“More” button. Click “Take Screenshot” item and it will invoke a window to display the previous success
screenshot, and then you can click “Take Screenshot” button to trigger the device to take the screenshot

and return the file.

@ < Devices America @ Q-‘;z @

0OB_DE5550 , Mo
® Online —_—
0 Reboot Device
Basic Information .
4 Take device screenshots Take Screenshot
= Enrellment: Edit Hardware/Software: Get Device Logs
I Enrolled Time 03/16/2020 at 04:54 PM Model DE5500/DEX5550
T Send Commands
Group: Sam Serial Number 91DEKOOE1BR915000051EA

Delete Device
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When the screenshot is successfully displayed, the “Save Screenshot” button will be enabled.

Display Screenshot X

Requested: 03/16/2020 at 06:20 PM

Take success at device time: 20200316_182100 UTC+08:00

Take Screenshot Save Screenshot ’l

If failed, the failure message will appear, and you can try again later.

Display Screenshot X

Requested: 03/16/2020 at 06:04 PM

O

Over expected execution
time, you can try again later.

Take Screenshot




5.2.4 Get Device Logs

If you want to get the device’s logs. Enter that device’s profile page and select “Get Device Logs” from the

list of “More” button. Click “Get Device Logs” item and it will invoke a window to display a list which shows

the device logs of the last 90 days. You can click the log’s link to download the log file from the list.

Besides, if you want to get the certain logs immediately, you can click the button “Get Device Logs” and

select the logs you want, then it will trigger the Agent to collect the logs immediately.

* You can assign the path of log through “Collect Logs Settings” in “Policy”(7.4).

@ < Devices

America w @ Q 03 @

° OOB_DE5550 ,
® Online

Basic Information

Enrollment:

Enrolled Time! 03/16/2020 at 04:54 PM

Edit

(-]

Reboot Device

Take Screenshot

Download Logs _
Hardware/Software: Get Device Logs

Model DE5500/DEX5550
Send Commands

Group! Sam Serial Number: 91DEKOOE1BR91500005JEA1
Delete Device
Store: Type: PC
Address: CPU: Intel(R) Core(TM) i5-7287U CPU @ 3.30GHz
Phone: Memory: 8GB
Agent Version: 2.13.1000 Storage 119.24CB
Applied Policy Sam Policies 05 Microsoft Windows 10 Enterprise LTSC | 64-bit | 10.0.17763
Distributed Apps: 4
Logs List Get Device Logs X
&) ADMAgent Log Package Name:‘ ADMAgent v
Log Path:

Get Device Logs

* %localappdata%\DeviceMgmt\BDMagent\logs

Upload finished!
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5.2.5 Send a command to the device

If you want to send a command to the device. Enter that device’s profile page and select “Send
Commands” from the list of “More” button. Click “Send Commands” item and it will invoke a window to
allow the user to type in a command per each request. After sending the command, the “Command

Response Details” dialog will display the progress of the command’s execution, and you can click the button
“View Details” to download the execution result.

Send Commands X Command Response Details X

di Command (9431319926): dir
Timestamp : 2020/03/16 18:43:13

State : ACCEPTED
Timestamp : 2020/03/16 18:43:12
CommandAck :

I E

State : ACKED

Timestamp : 2020/03/16 18:43:17
CommandAck:

® o

"name": "commandPrompt",
"result”: & v

“ Vie"‘v Details

5.2.6 Delete device

If you want to delete a device, you can delete the device from device profile page directly. Click the “...”
button on the device profile page and choose “Delete Device”, then it will trigger the delete device process.
If you want to use this device again on ADM Portal, please enroll the device again.

*Authority is needed for deleting devices.

L]

Reboot Device
Take Screenshot
Download Log

Send Commands

Delete Device
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5.3 Device Profile

5.3.1 Change Device Name
If you want to change device’s name, click on device’s name to enter that device’s profile page. Click “Edit”
icon for the device name to enter device name edit mode. Enter the new device name to the input box and

click “Save” button to save the change.

@ James' AR 4 xon office , E

® Online

Basic Information

Enrollment: Edit Hardware/Software:
Enrolled Time: 06/04/2018 at 10:28 AM Model: ABS-2G1
Group: PM James Serial Number: KSA2480673
Store Allxon Office Type PC
Address: anE— 6T CPU. ntel(R) Celeron(R) CPU 11900 @ 1.99GHz
Taiwan
Memory: 4GB
Phone: +886917897233
Storage: 50.62 GB
Agent Version: 2.12.2003
0S: Microsoft Windows 10 Enterprise 2016 LTSB
Applied Policy PM James Policies

Distributed Apps: 1

5.3.2 Change Device Information

If you want to change device’s information, click “Edit” button to enter information edit mode. The editable
items (location, time zone) will become available, and the applied policy link will be disabled. After making
the change, click “Save” button.

5.3.3 Change Device Group

If you want to change device’s group, click “Edit” button to enter information edit mode. Click group name
to evoke group selection dialog. Click desired group to make the selection. Click “Move” button to confirm

the action and click “Save” to make the changes

Select a Group X

PM lames [ ]

+ New Group

the group name to select that group
Left/Right Arrow to enter the parent/child group.

Enrollment: Cancel

Enrolled Time: 06/04/2018 at 10:28 AM

—|

Group: PM James
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5.3.4 Modify Device Configuration

“Configuration” in Device Section is a function for you to add/return additional information for only one
device. If you want to modify device configuration, click “Edit” button for Device Configuration to enter

device configuration edit mode. Enter the new device in the box to make changes. Click “Save” button to

save and apply changes to the device, the “Updated Configuration” activity will be added into the Activities
log. If failed, an error message will appear.

Configuration Edit

Click "Edit” button to configure the device by entering commands and scripts in ISON format

*If you want to apply the configuration to all devices in one group, input commands in “Extension” in Policy
Content. Please read 7.2.2 for details.
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5.4 View Devices
5.4.1 View Device Policy
If you want to view device policy, click the policy link to evoke Policy Details dialog. The dialog will display

the device policy.

Basic Information

Enrollment: Edit
Enrolled Time: 06/04/2018 at 10:28 AM
Group: PM James
Store: Allxon Office
Address: WEhEE—FBe6IR6E IR, #iitm 221
Taiwan
Phone: +886917897233

Agent Version: 2.12.2003

Applied Policy: PM James Policies

Policy Details X

Effected :01/13/2020 at 10:44 PM

Time Zone: Taipei Standard Time
Reboot Device: None
Apply Policy to: Current Group Only

Turn On Monitor

Mon From 08:00 To 20:00
Tue From 08:00 To 20:00
Wed From 08:00 To 20:00
Thu From 08:00 To 20:00
Fri From 08:00 To 20:00

N




5.4.2 View Device Status

The device status includes up/down time, CPU usage, Memory Usage, Storage Usage, Bandwidth Usage,

System Temperature and Assigned Time Zone.

*up/down time

Up time: the time record device last power on time.

Down time: the time record device last shut down time.

*Click “C” to change the temperature unit to Celsius.

Click “F” to change the temperature unit to Fahrenheit.

Status

Up/Down Time Up since 02/26/2020 at 11:28 AM
Time Zone UTC+08:00 | Taipei Standard Time
CPU Usage 0.00%

Memory Usage 1.41GB

Storage Usage 15.56 GB

System Temperature BO° | F

5.4.3 View Device Activities Log

Network Name: Intel(R) Ethernet Connection 1219-LM

- MAC address / IP address: 00-01-80-89-2D-E7 / 10.0.0.4

02/26/2020 at 06:29 PM

- MAC address / IP address: 00-01-80-89-2D-E6/ 169.254.214.0

- Bandwidth Usage: Send 0 KB / Receive 0 KB (Since 02/26/2020 at 11:28 AM)

Network Name: Intel(R) 1210 Gigabit Network Connection #2

- Bandwidth Usage: Send 985.28 KB / Receive 3.43 MB (Since 02/26/2020 at 11:28 AM)

If you want to know the device activities history and details, you can view the Device Activities Log. The

activities log will include all the device activities such as enrollment, moving, activation and deactivation.

Click the “Details” link at the deactivation activity to evoke the Deactivation Details dialog.

Activities

Send Commands (Details) by samwu
Send Commands (Details) by sam.wu
Send Commands (Details) by Eason.s
Send Commands (Details) by Eason.s
Send Commands (Details) by Eason.s
Plugin Command (Details) by Eason.s|
Modified Configuration (Details) by Eason.s
Plugin Command (Details) by Eason.s
Plugin Command (Details) by Eason.s
Plugin Command (Details) by Eason.s

@acer.com

@acer.com

ung@acer.com

ung@acer.com

ung@acer.com

ung@acer.com

ung@acer.com

ung@acer.com

ung@acer.com

ung@acer.com

03/16/2020 at 06:32 PM

03/16/2020 at 06:29 PM

03/16/2020 at 05:43 PM

03/16/2020 at 05:43 PM

03/16/2020 at 05:41 PM

03/16/2020 at 02:25 PM

03/16/2020at01:42 PM

03/16/2020at01:14 PM

03/16/2020at 11:07 AM

03/16/2020 at 11:07 AM

03/11/20-03/17/20

Previouspage  Next page
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6. Applications

Applications are responsible for the App Management. Windows installer and binaries are supported. You

can Add/Update/Remove apps through ADM. You can also Add/Edit the associated configuration

including Silent install/uninstall command, Log path, Upload time and Specific settings. It also supports

approval flow.

6.1 Enter Applications

If you want to enter Applications from Menu, click “Applications” icon on the left menu to enter

Applications.

B? Register [l :-

Applications (1,972)
| BDMOnly (6) ‘
X
Name ~ Platform Privilege Latest Version Group
—

ABS-3G1Image Android Open 1.023.00 BDM
ADM Agent Restricted 2.12.2003 BDM
ADM Agent (aiSage) Android Restricted 2122003 BOM
ADM Agent (Debian) Linux Restricted 207.2001 BDM
ADM Agent (Tin Android Restricted 2122003 BDM
ADM Agent (Ubuntu) Linux Restricted 2122003 BDM

————> Enter Applications

Register applications €———
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6.2 Register Applications

In Applications, there are two kinds of application you can register, the first one is Existing Application, the
other one is New Application.

® Existing Application

Register an Existing Application means you like a subscriber of application on this Portal. You will see
several applications that are registered in your parent groups and listed in the “Existing” tab, and you can
select the application you want to register. After registering that, the application you select will appear on
your application list.

Please note, if you would like to register an Existing Application, you need to have the action “Register
Existing Apps” in your role.

Register Application X

[ ] ABS-3G1Image - Android

| Picturemachine_Android - Android

| BDM_DomainChangeToProd - Windows
[ ] BDM_DomainChangeToUAT - Windows
[ ] tablecloth - Windows

[ ] Steam - Windows

[ ] AICU12 - Windows

[ ] NEXCOM - BIOS update - Windows

[ ] MEXCOM - EC update - Windows

[ ] Aopen-tablecloth - Windows

[ | Disable-tablecloth - Windows

[ ] Universal Time - Windows

[ | Display Screen Orientation - Windows
[ ] Picturemachine_Windows - Windows

Cancel
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® New Application

Before registering a new application, there is an information you need to check: Application GUID. And the

information which is used to be Application GUID is so different in three platforms.

® Windows: Windows application’s GUID

® Linux: Linux application’s package name

® Android: Android application’s package name

About the application’s GUID and package name, please get that from the application’s provider. If you

cannot get that information, there are few tips to help you to get that by yourself. The easiest way is that

installs the application on a device first manually, and you can find the information as following steps:

® Windows
The first step is check whether the application is 32-bit or 64-bit version. Please follow the below steps
to check that.

Please use this keyboard shortcut: “Ctrl + Shift + Esc”, it will open the “Task Manager”.

Go to the "Details" tab, and right-click or press and hold any column header and choose "Select
columns".

Find and check the "Platform" box. Then, click or tap OK.

The application you are installed and look at the "Platform" column in the Task Manager. For

each running application or process, this column tells you whether it is 32-bit or 64-bit.

According to the application bit version we find, we will use this information to find out the

application's GUID.

Please type "regedit" in the search box on the taskbar. Then, select the top result for “Registry
Editor” (Desktop app).

If application is 64-bit, go to
HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Microsoft\Windows\CurrentVersion\Unins
tall\<sNewApplicationGUID>.

If application is 32-bit, go to
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\sNewApplica
tionGUID>.

If you cannot find the GUID from this way, use can define the GUID by yourself, then there are some

steps you need to do when you create a version of the application, more details please refer to the

section “6.4.1 Create Application Versions”.

® Linux

Please use following command to list the matched applications and find out the package name of the

application you want to find.

dpkg -l | grep <keyword>
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® Android
Please go to the file explorer of the device and go to the following path to find out the package name
of the application you want to find.
B Internal Storage > Android > data

Now, | believe that you already understood the Application GUID of your application, and we can start to

register the application.

Register a New Application means you like an application publisher on this Portal, and you can create,
release new version for this application. All the children groups can register this application through
register an Existing Application.

In order to register a New Application, there are several information you need to fill in. After finishing the
information, the application will be registered in you group.

- Application Name

-~  Application GUID (It’s provided by application provider or you can define it by yourself)

- Platform

Please note, if you would like to register an Existing Application, you need to have the action “Register

Existing Apps” and “Register Open Apps” in your role.

Register Application X

Privilege

@ Open

v

Provided by the Application Company

Cancel ‘
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6.3 Application Profile

When you enter the application profile page, if the application doesn’t have any version, then the versions
list will be empty before a new version is created.

@ < Applications (allxon) America @ QQS @
A 7

N B4 cMsPlayer , 1] Delete
T

. Basic Information Edit
—‘ Application ID: app_retail_rNihrZFHTKSXOBL7P5URKA Description:

(=]

CMS Player

“E‘ﬂ GUID: CMS Player

e d

P Platform: Windows

@)

Privilege: Open

Registered Time: 03/17/2020 at 11:32 AM

Versions +

No version created

If you want to edit the app title, click “Edit” icon for the app title to enter app title edit mode. The app title
input box will be focused and appear in place. Enter the new app title and make the change. If you want to

edit the app basic information, click “Edit” button to enter information edit mode. Then click desired input
box or drop-down selector (Platform, description) to make the desired changes. You can click “Save” button
to save the change or click “Cancel” button to cancel the task and exit the edit mode.

@ < Applications (allxon) America @ QQS G
) 7

N B4 cms Playe T Delete
T

. Basic Information Cancel
—‘ Application ID; app_retail_rNihrZFHTkSXOBL7P5URKA Description:

-

CMS PI

m GuIp: (s Player | aver

&

0 Platform [Wmdow:- l

@)

Privilege Open

Registered Time: 03/17/2020 at 11:32 AM

Versions +

No version created
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6.4 Application Versions

6.4.1 Create Application Versions
If you want to create a new version of the application to the portal, click “+” button to evoke new version

creation dialog.

Versions

Enter the version number, and then enter installation and uninstallation command. The installation and
uninstallation command should have been provided by the Application Company. After entering the
commands, click “Upload a File” button to evoke the system file picker. In this stage, the status is called
“Preparing”, and the next step of this version is “Release”. Besides, you can edit this version anytime before

you release this version.

<Note 1>
We’ve mentioned that if you cannot find out the Application GUID of your application from Windows
system, you can define the GUID for your application (please refer to the section “6.2 Prepare the
Information for Your Application”). Now we will teach you how to write the install and uninstall command
for your application with self-defined Application GUID case.
® Install command
B Insert the following content after the mark “reg add HKEY_LOCAL MACHINE\Software\Mic
rosoft\Windows\CurrentVersion\Uninstall\<NewApplicationGUID> /v DisplayVersion /d "<Vers
ionNumber>" /t REG_SZ /f”
- NewApplicationGUID: The self-defined GUID of your application.
- VersionNumber: The version number of your application, it must same with the version you

write on the Portal.

®  Uninstall command
B Insert the following content after the mark “reg delete HKEY LOCAL MACHINE\Software\
Microsoft\Windows\CurrentVersion\Uninstall\<NewApplicationGUID> /f”
- NewApplicationGUID: The self-defined GUID of your application.
- VersionNumber: The version number of your application, it must same with the version you

write on the Portal.
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Edit Version X

Version 1.1

reg add HKEY_LOCAL_MACHINE\Software\Microsoft\Wind
ows\CurrentVersion\Uninstall\kanahei /v DisplayVersion /d
"1.1" /t REG_SZ /f

reg delete HKEY_LOCAL_MACHINE\Software\Microsoft\Wi
ndows\CurrentVersion\Uninstall\kanahei /f

Upload a File (.zip)

Cancel

<Note 2>
If the application is a Linux application, please add following command in the begin of your install
command.
® sudo unzip -o /var/lib/SyncAgent/download/<ZipFile> -d <UnzipFolderPath>
- ZipFile: The file name of your zip file.
- UnzipFolderPath: The file path of the folder which you want to assign to put the extract files.

Select a file through the file picker. Then click “Create” button to confirm the action and dismiss the dialog.
Click “Cancel” or “X” button to cancel the task and dismiss the Dialog.

* All actions will not be saved if you click “Cancel” or “X”.
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The file uploading progress bar will take place of the “Upload a File” button. The upload file name, the file
upload percentage and the cancel upload button will be displayed on the progress bar. If you want to
discard the file uploading, click the “Cancel” button and revert the progress bar back to “Upload a File”
button.

WN10_V2.12.2003.zip Uploading (97.15%)
DO

After uploading the file, just following the guidance of the dialog to finish adding a new version. Then click

the “Release” to finish the release procedure, you can also write the description for this release version.

@ < Applications (BDM US) i v @D D @

o Kanahei ,

Basic Information

ApplicationID:  app_retail_et/xQlwySwmIGPOCEIDSbA

Edit
Versions

Release
@ \Version1.4 Preparing
3 Released

®

After finishing the release procedure, you can execute “Distribute” which means the application version will
be distributed to the groups you assign. If you check the group from “uncheck” status, the application will
be distributed to the group, on the other hand, if you uncheck the group from “checked” status, the
distribution will be withdrawn from the group you select.

Besides, you can also assign the distribution schedule, the application will follow this schedule to do the
distribution.
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@ < Applications (allxon)

CMS Player Application ,

Basic Information

Application ID; app_retail_I7xUBLOtS_-kF44s5wjSig

GUID: Picturemachine_win
Platform: Windows
Privilege: Open

Registered Time: 01/29/2020 at 12:31 PM

Versions

@ Version 1.02.2002 Distributed

Description

Edit

It's a player application of CMS.

Edit

Now, | would like to help you to warm up this section, let us review the behavior of “Register”, “Release”
and “Distribute”

Behavior Object
Register
Release Version

Application

Target

To a group

To all children groups which
register correspond app or
been distributed earlier

version before

Description

There are two behaviors of "Register":

1.
(]

Register a "New" app

This behavior is that the user likes an app
publisher on App Store. When a user registers a
"New" app in the group, this app can be
registered by the children groups from "Existing
apps list".

Register an "Existing" app

This behavior is that the user likes an app
subscriber on App Store. The user can register an
app which is registered on parent groups from

"Existing apps list".

The user who has the action "Update App
Versions" can create a new version and release it
for the app in the same group.

Once the new version is released, the group and

all children groups which register this app or been

distributed earlier version before will see the new

version information in the "Latest Version"
column in the Application List page.

The user can also set the force update when he
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releases a new version, and the force update will
apply to the group and all children groups

which register this app or been distributed earlier

version before.
Distribute Version To selected groups ®  After a new version of app is released by the user,
the users who belong to the group and all children

groups which register this app or been distributed

earlier version before can distribute this new

released version to the selected groups.

After understanding the whole picture of this function, | would like to explain one more information
“Privilege” and its behavior’s difference between “Restricted” app and “Open” app. The major difference is
“Distribute the app's version”.

About the distribute the app's version, the general condition is that
® The user must have the action "Distribute Apps".
® But more details about the "Restricted" apps, the user cannot distribute the earlier version for the

group or unchecked the distributed groups.

If you would like to distribute the earlier version to your group, please contact Allxon to help you to rollback
the version.
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6.5.2 Status in Version's Activities
The Edited Version activity will be added to activity log. The version status will be displayed as “Preparing”.
Activity log includes “Created”, “Edited”, “Released” and “Distributed”.

Versions

’er:lon2.12‘2003 Distributed

Activity User Date
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7. Policies
“Policies” is mainly used to manage the content in device. You can add or remove apps from devices. You
can also modify the settings on devices. All activities will be recorded in the Policy Activities section. Click

the “Policies” icon at the left menu to enter Policies Main Section

@ off BDMUS > ameia v~ @D Ls @

Policies (1,113)

Name ~ Platform Status Group
000 Policies - Android Android Effected on 02/10/2020 at 10:51 AM AOPEN(acer)/.
@ 000 Policies - Linux Linux AOPEN(acer)/.
Enter policies main section
000 Policies - Windows Windows Effected on 02/10/2020 at 10:51 AM AOPEN(acer)/.
7-11 Policies - Android Android Effected on 01/08/2020 at 03:52 PM License control test/
7-11 Policies - Linux Linux License control test/

7.1 Enter Policy Profile
If you want to enter policy profile, click the Policy Title from the Policies List to enter Policy Profile. The

second column “Status” represents the effected day/time of the policy.

s v @D Dn @

Policies (1,113)

Name ~ Platform Status Group
000 Policies - Android Android Effected on 02/10/2020 at 10:51 AM AOPEN(acer)/..
= ° Enter policyprofile AOPEN(@cenr.
000 Policies - Windows Windows Effected on 02/10/2020 at 10:51 AM AOPEN(acer)/..
7-11 Policies - Android Android Effected on 01/08/2020 at 03:52 PM License control test/.
7-11 Policies - Linux Linux License control test/.

< Policies America @ L G

000 Policies - Windows

Settings Import | Export | Edit
Time Zone: Taipei Standard Time Turn On Monitor (In device local time zone)
Mon From 00:00 To 00:00
@ Reboot Device:  None Tue From 00:00 To 00:00
Wed From 00:00 To 00:00
Apply Policyto:  Current Group Only Thu From 00:00 To 00:00
Fri From 00:00 To 00:00
Sat From 00:00 To 00:00
Sun From 00:00 To 00:00
Extension:

“DSToolBox.exe" ~-action=setLogUploadCFg --cfg="[{\"app_name\"\"CollectAppLog\" \"log_pat

h\"[\"%localappdata%\\Acer\\BDMagent\\logs\",\"%localappdata%\\BDMagent\\log\"\"C:\\B

ARAgent\\watcher analysis\\logs\",\"C:\\BARAgent\\event reporter\\logs\"\"C:\\picturemachin

e\\players\\logs\"\"C:\\programData\\acer\\DSMonitorService\\logs\"\"%localappdata%\\Acer

\\Picturemachine_win\playListContent\logs\" \"%localappdata%\\Acer\\Picturemachine_win

\\bgAgent\\logs\",\"%localappdata%\\Acer\\DetectionTools\\logs\"],\"upload_time\":\"14:30:0
v

"C:/Program Files (x86)/Acer/BDM/DSToolBox.exe" --action=keepProcAlive --app="C:/Program F
iles (x86)/Quividi/VidiReports-Pro/VidiReports/VidiReports.exe;C:/Program Files (x86)/acer/pictu -+
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7.2 Edit Policy Content

If you want to edit policy content, click “Edit” at right hand corner.

< Policies America @ D @

yvlll 000 Policies - Windows

T Settings Edit policy content ' & E*F’“-

A\ Time Zone: Taipei Standard Time Turn On Monitor (In device local time zone )
@ Mon From 00:00 To 00:00
Reboot Device: None Tue From 00:00 To 00:00

™ Wed From 00:00 To 00:00
“f‘}; Apply Policyto:  Current Group Only Thu From 00:00 To 00:00
Fri From 00:00 To 00:00

Sat From 00:00 To 00:00

Sun From 00:00 To 00:00

Extension:

"DSToolBox.exe" --action=setLogUploadCfg -- {\"app_name\":\"CollectAppLog\",\"log_pat
hv"[\"%localappdata%\\Acer\\BDMagent\\logs\" \"%localappdata%\\BDMagent\\log\",\"C:\\B

ARAgent\\wakcher analysis\\logs\",\"C:\\BARAgent\\event reporter\\logs\",\"C:\\picturemachin
e\\players\\logs\",\"C:\\programData\\acer\\DSMonitorService\\logs\"\"%localappdata%\\Acer
\\Picturemachine_win\\playListContent\\logs\",\"%localappdata%\\Acer\\Picturemachine_win

\\bﬁAgent\\lcg:\”,\”%localappdata%\\Acer\\Detect\onTcol:\\\cg:\”].\”uplcad_t\me\"l\"‘\ 4:30:0
O\

"C:/Program Files (x86)/Acer/BDM/DSToolBox.exe" --action=keepProcAlive --app="C:/Program F
iles (x86)/Quividi/VidiReports-Pro/VidiReports/VidiReports.exe;C:/Program Files (x86)/acer/pictu  ~

7.2.1 Change Settings
If you want to change settings, click “Edit” button to enter the edit mode. The editable areas will be
available for editing. Click desired selectors (Time Zone, Reboot Device, Apply Policy to) or input box

(Extension) to change the preference settings.

You can change the time zone; select the desired reboot time for the device; apply policies to different
groups; modify the Trigger Alert threshold to send alert message. After changing the preferences, the

“Save” button will be enabled. Click “Save” button to save the change and exit the edit mode.

< Policies America v @ 033 G

v, 000 Policies - Windows

i l t| Export | Edit
™ Settings mport | Export | Edil
X Time Zone Taipei Standard Time Change the settings € 0n Monitor (In device localtime zone)

on From 00:00 To 00:00
@ Reboot Device:  None ue From 00:00 To 00:00
. ed From 00:00 To 00:00
“:}‘f Apply Policy to:  Current Group Only hu From 00:00 To 00:00
il From 00:00 To 00:00
("\‘ at From 00:00 To 00:00
o/ un From 00:00 To 00:00
Extgnsion:
"SToolBox.exe" --action=setLogUploadCFg --cfg="[{\"app_name\"}"CollectAppLog\",\"log_pat
h CCaTEpPaataTo AceT P enTN e oo o CaTap PO ata74\\BDMagent\\log\" \"C:\\B

q 8

ARAgent\\watcher analysis\\logs\",\"C:\\BARAgent\\event reporter\\logs\",\"C:\\picturemachin

e\\players\\logs\" \"C:\\programData\\ace \\DSMonitorService\logs\" \"%localappdata%\\ Acer

\\Picturemachine_win\\playListContent\\logs\",\"%localappdata%\\Acer\\Picturemachine_win

\\bgAgent\\logs\"\"%localappdata%\\Acer\\DetectionTools\\logs\"]\"upload_time\":\"14:30:0
VI

"C:/Program Files (x86)/Acer/BDM/DSToolBox.exe" --action=keepProcAlive --app="C:/Program F
iles (x86)/Quividi/VidiReports-Pro/VidiReports/VidiReports.exe;C:/Program Files (x86)/acer/pictu v

40



7.2.2 Modify Policy Extension Command

“Extension” in Policies Section is a function for you to add/return commands for additional information for
a whole device group. The “Extension” dialog is about assigning the path of log. Click extension input box
to modify the commands. Click “Save” button to save the change and exit the edit mode. When the

command format is correct, execute requested action.

@ < Policies America v @ Q“ G

yoal 000 Policies - Windows

(" Settings Import | Export | Edit
Time Zone: Taipei Standard Time Turn On Meniter (In device local time zone )
Mon From 00:00 To 00:00
Reboot Device:  None Tue From 00:00 To 00:00
. Wed From 00:00 To 00:00
“fj—‘f Apply Policy to: Current Group Only Thu From 00:00 To 00:00
Fri From 00:00 To 00:00
(M Sat From 00:00 To 00:00
o/ Sun From 00:00 To 00:00

Extension:

"DSToolBox.exe" --action=setLogUploadCfg --cfg="[{\"app_name\":\"CollectAppLog\",\"log_pat

h\":[\"%localappdata%\\Acer\\BDMagent\\logs\",\"%localappdata%\\BDMagent\\log\"\"C:\\B

ARAgent\\watcher analysis\\logs\",\"C:\\BARAgent\\event reporter\\logs\"\"C:\\picturemachin

e\\players\\logs\",\"C:\\programData\\acer\\DSMonitorService\\logs\",\"%localappdata%\\Acer
\\Picturemachine_win\\playListContent\\logs\"\"%localappdata%\\Acer\\Picturemachine_win

\\bgAgent\\logs\"\"%localappdata%\\Ace\\DetectionTools\\logs\"] \"upload_time\*\"14:30:0

oy

Modify policy extension command H "C:/Program Files (x86)/Acer/BDM/DSToolBox.exe" --action=keepProcAlive --app="C:/Program F

iles (x86)/Quividi/VidiReports-Pro/VidiReports/VidiReports.exe;C:/Program Files (x86)/acer/pictu  ~

7.3 Apply Policy

When you want to deploy a new edited policy, click “Save” button to save the policy content changes and
evoke the Apply Policy dialog. After setting the policy effective time, click “Submit” button to apply the
latest settings of your policy to your devices.

*All actions will not be saved if you click “Cancel” or “X”.

< Policies America v @ Q“ @

ywlll 000 Policies - Windows

L Settings Edit

Apply policy

Time Zone: Taipei Standard Time Turn On Monitor (In device local time zone )

Mon From 00:00 Te 00:00

Reboot Device None Tue From 00:00 Te 00:00

. Wed From 00:00 To 00:00
“‘i‘:-'f‘ Apply Policyto:  Current Group Only Thu From 00:00 To 00:00
Fri From 00:00 To 00:00

Sat From 00:00 Te 00:00

Sun From 00:00 To 00:00

Extension

"DSToolBox.exe" --action=setLogUploadCfg --cfg="[{\"app_name\":\"CollectAppLog\",\"log_pat

h\"[\"%localappdata%\\Acer\\BDMagent\\logs\"\"%localappdata%\\BDMagent\\log\",\"C:\\B

ARAgent\\watcher analysis\\logs\"\"C:\\BARAgent\\event reporter\\logs\"\"C:\\picturemachin

e\\players\\logs\"\"C:\\programData\\acer\\DSMonitorService\\logs\" \"%localappdata%\\Acer
\\Picturemachine_win\\playListContent\\logs\",\"%localappdata%\\Acer\\Picturemachine_win

\\hﬁAgent\\lng:\ \"%localappdata%\\Acer\\DetectionTools\\logs\"],\"upload_time\":\"14:30:0

OVH"

"C:/Program Files (x86)/Acer/BDM/DSToolBox exe" --action=keepProcAlive --app="C:/Program F
iles (x86)/Quividi/VidiReports-Pro/VidiReports/VidiReports.exe;C:/Program Files (x86)/acer/pictu  ~
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7.4 Set the Collect Logs Settings
From ADM Agent started supporting that the user can send command to trigger the Agent to collect
the logs and return to the Portal, it becomes a popular command and function. But it is often to have
typo issues about typing in the log path and other arguments of the command. In order to allow the
user can get the logs from the devices easily, user can set up to 5 sets log settings in the “Collect Logs
Settings” card of Policy Profile page. Especially, the user can set which log setting needs to collect the
logs periodically or which log setting doesn’t need that. After finishing the setting, the Agent will
follow the setting to collect the logs.

Upload Log Settings

by James Chou@OpenApp (Application
© Agentlogs Everyday at 03:00 AM v’ S @Openipp (App 03/16/2020 at 04:53 PM
erincation

Log Path

® Add a new setting for collecting the logs
When you click the “+” icon from the “Collect Logs Settings” card, it will pop up a window which
allows you to set the following information:
1. Periodical collect schedule (optional)
2. Log package name (must have)

3. Log path (must have one path at least)

If you don’t set the periodical collect schedule, then the Agent won’t follow this setting to collect
the log periodically. But it will be used if you execute the “Get Device Logs” in the Device Profile
page, and the setting will appear in the list which allows the user to get the device logs
immediately.

Upload Log Settings X

¥ Collect chl Everyday v

03:00 AM ]

Log Package Name:[AgentLogs ]

Log Path:

%localappdata%\DeviceMgmt\BDMagent\logs

%localappdata%\BDMagent\log
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7.5 Set the Software Watchdog Settings
Both of us have this kind of situation is that the applications are unexpected crashed on the device,
this is a pretty terrible experience. At this moment, we always need to relaunch the application
through remote access.
Now, we do not need to pay a lot of effort once this situation happens again, the Software Watchdog
of ADM Agent will help you to fix this situation automatically. The Software Watchdog will assist you to
relaunch the application once its process is killed by the system or other factors. Let us start to know

how to set the Software Watchdog for monitoring your applications.

Software Watchdog Settings @

. . C:/Program Files
Picturemachine4 X ) o . by lames Chou (Allxon) 05/13/2020 at 01:34 PM
(x86)/acer/picturemachine_win/picturemachine “win.exe

® [Windows / Linux] Add a new setting for monitoring the app by Software Watchdog
When you click the “+” icon from the “Software Watchdog Settings” card, it will pop up a window
which allows you to set the following information:
1. App Name: The application name which can help you to identify. (must have)

2. App Path: The executable file path of the application on the device. (must have)

Software Watchdog Settings X
App Name: Picturemachine|
App Path: ’ C:/Program Files (xB6)/acerfpicturemachine_wi]

C‘ear

® [Android] Add a new setting for monitoring the app by Software Watchdog

When you click the “+” icon from the “Software Watchdog Settings” card, it will pop up a window

which allows you to set the following information:

1. App Name: The application name which can help you to identify. (must have)

2. Package Name: The package name of the application. (You can get this information from the
application provider) (must have)

3. Class Name: The class name of the application. (You can get this information from the
application provider) (must have)

4. Type: The type of the application, there are three types are available. (must have)
® Top Activity
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®  Activity

Service

Software Watchdog Settings

App Name: Picturemachine4

Package Name: | com.acer.picturemachine4.player

Class Name: InitialPmLogActivity

|
|
|
|

Type: Top Activity

Clear
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7.6 Set the USB Keyboard & Mouse Lock Settings
When ADM is used on the devices which are deployed in the field without the users to operate it, the
device owner always afraid that the device may be hacked by inserting the USB keyboard or USB
mouse then executing some malicious behaviors.
To prevent this kind of situation, ADM provides a feature about USB keyboard & mouse lock settings, it
can help the users to prevent their device been hacked by unexpected behaviors with USB keyboard or
mouse. Today, we will teach you how to enable this function and finish related settings for your
devices.

USB Keyboard & Mouse Lock Settings (Disable) @
Unlock Dialog Display Interval (Sec): 300

Function Unlock Period (Min): 60

® Enable the USB Keyboard & Mouse Lock Settings

When you click the setting icon from the “USB Keyboard & Mouse Lock Settings” card, it will pop

up a window which allows you to set the following information:

1. Password: The password which is used to unlock the function on the device.

2. Unlock Dialog Display Interval (Sec): The parameter about the display interval of the unlock
password dialog on the device.

3. Function Unlock Period (Min): The parameter for how long the device will be re-locked after
the device is unlocked.

USB Keyboard & Mouse Lock Settings X

Disable / Enable: o

Password: Allxon|
Unlock Dialog Display Interval (Sec): ’ 300 I
Function Unlock Period (Min): [ 60 I

Cancel Save
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Unlock USB Devices List ()

Mouse VID_DA34 & PID_4456 by James Chou (Allxon) 05/13/2020 at 03:27 PM

® Add an unlock device in the Unlock USB Devices List card to unlock the function on the device
When you click the “+” icon from the “Unlock USB Devices List” card, it will pop up a window
which allows you to set the following information:
1. Device Name: It is named by yourself to assist you to recognize the device from the Unlock
USB Devices List easily.
PID: The PID of the Unlock USB device.
VID: The VID of the Unlock USB device.

Add Unlock Device X
Device Name: [ Mouse ]
PID: 4456|
vID: [ DA34 ]

<Note> This function is only allowed the user to add the device type is USB keyboard or USB Mouse, about
the device type, it is determined by the system, and the bar code scanner is determined as a USB keyboard
by the system generally. So when you add the USB storage device as an unlock USB device, it will NOT
work!
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8. Operators
“Operators” is mainly used to manage the ADM operators. You can add/delete new operators, assign
responsibilities to operators and manage operators’ profile. Click “Operators” icon on the left menu to

enter Operators Main Section.

@ ofd BDMUS > ameica v @D Ds @
g —~
R overotors (478) ———> Operator's role @

o Name ~ |Role I Joined Group

1,30 BAR operator 01/30/2020 BDM US

S

@ 001, test Wellness 01/26/2018 ABS/

@ 03, _f8 Wellness 03/22/2018 ABS/

@ 7. Enter operators’ main section . 0a0/018 B/

@ 0219, t0 Tier0 02/19/2020 AOPEN(acer)/..
@ 444,444 Wellness 04/17/2018 ABS/

0 1212,1212 Operator 03/29/2018 ABS/

@ 11111,2222 BAR operator 08/07/2018 ABS/

@ 12312,213 Wellness 03/20/2018 ABS/

@ 111111,22222 QA Test 02/18/2020 BDM US
° 1231313, ket Wellness 04/03/2018 ABS/

(7]
aa

11111111, test Wellness 05/04/2018 ABS/..

8.1 Add New Operators

If you want to add a new operator, Click “Add” button to evoke Add New Operator dialog. After entering
the user information, the “Next” button will be enabled. Click and select the desired group. The “Next”
button will be enabled.

*Only for those whom has the authority.

@ D-E BDM US > America v @ Q}} G

v, Operators (478) Q
= Add a new operat

o Name ~ Role Joined Group

\ @ 1,30 BAR operator 01/30/2020 BDM US

— @ 001, test Wellness 01/26/2018 ABS/

]

@ @ 03, _fH Wellness 03/22/2018 ABS/
@ 111, react Wellness 04/10/2018 ABS/

‘/‘\.“

o/ @ 0219, t0 Tier0 02/19/2020 AOPEN(acer)/.
@ 444, 444 Wellness 04/17/2018 ABS/
0 1212,1212 Operator 03/29/2018 ABS/
@ 11111,2222 BAR operator 08/07/2018 ABS/
@ 12312,213 Wellness 03/20/2018 ABS/
Q 111111,22222 QA Test 02/18/2020 BDM US
@ 1231313, tttkt Wellness 04/03/2018 ABS/
@ e Wellness 05/04/2015 ABS/.
-
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Add a New Operator

Select a Group X

‘ James

s

Email
jamesf@gmail.com

A temporary password will be auto-generated for the new operator.

4 BDMDEVUS

lames Test

KIOHOO »
KI1900 »
KI1910 3
K11070 [

Click the group name to select that group.
Click Left/Right Arrow to enter the parent/child group.

-

Assign an Operator Role

s

Hide Responsibilities |

* AddRoles

* Delete Role

* Update Roles

* Add Operators

* Delete Operators

* View Operator Information
= Enroll Devices

* Delete Devices

* Manage Devices

= Fdit Device Information

-I

*Click “Show Responsibilities” to reveal role responsibilities description when needed.

Select desired role on the menu. The new operator will appear on the operator list. The “Pending” status

will be marked to the new operator in the “Joined”. The highlight will stay for 5 seconds and then fade out.

Operators (4)

# Manage Roles + Add (O;J

Name A~ Role loined Group
o James, Chou Admin 01/04/2020 allxon
o James, Chou@OQpenApp End User 03/16/2020 Application Verification
o leff, Chou End User 01/08/2020 allxen
@ Derek, Jeter End User
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8.2 Manage roles

@ off BDMUS/ allxon >

Operators ( 3)

Joined

Enter role manageme @

America v @ Q 06 G

Group

G James, Chou@OpenApp
G leff, Chou

*Here are the actions that user can decide for each role -

Function

Action

Operators

View Operator Information

Add Roles

Delete Roles

Update Roles

Add Operators

Delete Operators

Manage Operators (Edit)

View Notifications

View Group Mails

Devices

View Device Information

Enroll Devices

Delete Devices

Manage Devices

Edit Device Information

Change Device Groups

Send Commands

Applications

View App Information

Register Apps

Remove Apps

Update App Versions

Edit App Information
(Edit GUID...)

Distribute Apps

Policies

View Policy

Update Policy

Groups

View Groups

Create Groups

Delete Groups

Edit Groups

Reports

View Reports

Download Reports

Subscribe Reports

Admin

*Only for those whom has the authority.

8.2.1 Create new roles

01/04/2020

03/16/2020

01/08/2020

allxon

Application Verification

allxon

If you want to create a new role, click the “Create” button to evoke the Create Role dialog. After dialog

pops up, you can edit the role name you want and check the “checkboxes” for the actions you need. Once

all desired actions are selected finish, click the “Create” button to confirm the action and exit the edit

mode, and the newly created role will be displayed on the role list with the highlight for 5 seconds and then

fade out.
e
Name ~ Users Group
Admin 1 allxon
Device enroll person o] RetailX inj

End User

End User

allxon

Application Verification

N N NN
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Create a New Role

Responsibilities

Categories Actions
Operateors [7] View Operator Information
Devices [7] AddRoles
Applications [} Delete Roles
Policies

[[] uUpdate Roles

Groups
" [] Add Operators
Reports
[7] Delete Operators
Analytics
Alerts

AiCU Features
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8.2.2 Edit/Delete Existing Roles

If you want to edit the roles, select a role and click its “Edit” button to evoke the Edit Role dialog, and then
you can select the functions you need and unselect the functions. After everything finish, don’t forget
clicking “Save” button to save your configuration. You can also click the “Delete” button to delete the role.

Roles
Name ~ Users Group
Admin 1 allxon V4
Device enroll person o] RetailX VY 2|
End User 2 allxon V4
End User 1 Application Verification V4

8.3 Edit Operator Profile
If you want to edit operator profile, click the desired operator’s name to enter Operators’ Main Section.

Operators (4) # Manage Roles + Add 'Q‘
Name ~ Role loined Group
Q Derek, Jeter End User Pending allxon
lames; min 01/04/2020 allxon
ic) D Enter operator’s profilé page
G lames, Chou@OpenApp End User 03/16/2020 Application Verification
G leff, Chou End User 01/08/2020 allxon
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8.3.1 Change Group
If you want to change the group, click “Edit” button to enter edit mode. Select the desired group to change

the group. Click “Save” to save the change.

G James Chou

Basic Information

Account: Access: Edit
UserID: James7800243+allxon@gmail.com Group: allxon
Joined Time 01/04/2020 at 03:50 PM Role: Admin

Responsibilities

Country Taiwan

G James Chou

Basic Information

Account: Access: Cancel ‘ Save
UserID: James7800243+allxon@gmail.com Group:

Joined Time 01/04/2020 at 03:50 PM Role:

Country Taiwan

8.3.2 Change Role
If you want to change role, click “Edit” button to enter edit mode. Select the desired role to change the

Operator role. Click “Save” to save the change.

*Click “Responsibilities” to reveal role responsibilities description when needed.

0 James Chou

Basic Information

Account: Access: Cancel | Save
User ID: James7800243+allxon@gmail.com Group: allxon
Joined Time 01/04/2020 at 03:50 PM Role:

Country: Taiwan

« Change the role
T
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8.3.3 Delete an operator

If you want to delete an operator, click “Delete” button to evoke the Delete Operator dialog and then click

“Delete” button to confirm the action.

o James Chou

Basic Infermation

Account:

User ID: james7800243+allxon@gmail.com
Joined Time 01/04/2020 at 03:50 PM

Country: Taiwan

Access:

Group: allxon

Role: Admin

Responsibilities

Edit
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9. Groups

“Groups” is a hierarchical structure where you can organize the groups and learn about the group hierarchy

from his/her group level.

Groups (7)
Name Devices Operators Apps
© allxon 3 4 MUre buttOn @

@ Application Verification

|Retaila

RethilX

0

[o]

0

—————>  Enter group main section

1

o]

4

1

2

9.1 Edit groups

Click “Groups” icon at the left menu to enter Groups Main Section.

Click the “Expand Arrow” at the root group to show the child groups.

You can find data of ADM (devices, operators and Apps) on the group main section page.

9.1.1 Create a New Group

If you want to create a new group, select a group and click its “More” button to reveal the group contextual

menu. Click “Create Group” in the contextual menu to reveal the group input box. The selected group will

expend and reveal its sub-group list. After the new group name entered, click “Create” button to confirm

the action.

*Only for those whom has authority.

Groups (8)

Name

Devices

Operators

O allxen
@ Application Verification
Retail A
Retail B

Retail X

4

1

o

Create Group

Rename Group

Delete Group
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9.1.2 Rename a Group

If you want to rename a group, select a group and click its “More” button to reveal the group contextual
menu. Click “Rename Group” in the contextual menu to reveal the group input box, the group input box
will be on focus and ready to edit. After the group name edited, click “Save” button to confirm the action.

Only for those whom has authority.

v, Groups (8)
(™ Name Devices Operators Apps
X © allxon 3 4 11
p
@ Application Verification 0 1 4
@ Retail A 0 0 1
Retail B 0 0 0
</‘\\
o/ Retail X 0 o 2 Create Group

Delete Group

9.1.3 Delete a Group

If you want to delete a group, select a group and click its “More” button to reveal the group contextual
menu. Click “Delete Group” button to evoke the delete group dialog. Click “Delete” button to confirm the
action and dismiss the dialog, the selected group will be removed from the group list.

Please note, there is a condition of “Delete Group” is that the number of the Devices, Operators and Apps
must be zero, then user can see the option “Delete Group” in the list and execute that.

*Only for those whom has authority.

v, Groups (8)

Name Devices Operators Apps
allxon 3 4

@ Application Verification 0 1

Create Group

Rename Group

Delete Group
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9.2 Enter Sub-Groups

If you want to enter a sub-group, you can click the right arrow near the group name on the Dashboard, and
it will display a list which includes the next level children groups of this group, then you can select one of

them and enter it.

@ D'E allxon >

Application Verification
Dashboard PM @ Download Reports
Retail A
Device Sum
Retail B
Health Status Online / Offline Status Enrollment Status
Retail X ction
veystem 0 3/3 3 3 Provisioned
Q.- Obrsplay onli Offine / Abnormal
nline ine normal N P
0 Peripheral Total Devices O Not Provisioned
0 Others
Device Status 03/10/20 - 03/16/20 Device Platforms []DEI
Total Devices —0— Provisioned —0— Unprovisioned
3 O O- O O
25
2
15
1
0.5
0 o 0
03/10 03/11 03/12 03/13 03/14 03/15 03/16 i m Ancid i
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10. Alerts

In the device management field, the alert of device state is an important topic and function which allows
user to get the information immediately when device has abnormal situation. In Allxon Device
Management, we provide a function which is called “Alerts”, user can enable the alert for his device and set
the recipient for receiving the alert mail easily. After finishing the settings, you will receive the alert mail

when your device has abnormal situation.

Firstly, users need to complete SMTP settings that enables alert emails to be delivered based on users’
SMTP settings or finish the LINE settings to deliver the LINE message through LINE channel. Alert items and

alert email recipients can be set through ADM web Portal user interface as well.

10.1 Setup SMTP
In the beginning, the user needs to get the SMTP settings from IT organization or apply from the SMTP
service provider, after filling in the settings information, the user needs to do the verification to make sure

this SMTP setting is workable or not.

The necessary information of SMTP settings as below:

e SMTP Client: We support two types SMTP client settings: "Internet" and "Intranet".

e Internet: It means the alert mail will be sent out from outside of environment which SMTP
server exists.

e Intranet: It means the alert mail will be sent out from inside of environment which SMTP
server exists. Because some enterprises have strictly IT policy which doesn't allow the mail
which uses SMTP settings is sent out from outside of environment which SMTP server exists.
So user needs to select this option and Agent will help to send out the alert mail.

e Enable/Disable: It allows user to enable and disable the SMTP settings. If user disables it although
he set the SMTP settings completely, it won't send out the alert mail and user won't receive it.

e SMTP Host: It means the domain of user's SMTP server.

e SMTP Account: It means the account name of user's SMTP server account.

e SMTP Password: It means the password of user's SMTP server account.

e Port: It means the port of user's SMTP server. Please note, Port 25 is easy to meet deny issue
because of enterprise’s IT Policy, and for security concern, we didn’t allow user to set Port 25
when the “SMTP Client” is “Internet”!

e Security Type: It means the security type which is supported by user's SMTP server. Currently, we
only support two types: "None" and "TLS".

e Mail Sender: It means the mail address which will be used in alert mail's "sender".
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@ < Alerts (allxon)

Mail (SMTP)

Settings

SMTP Client:

Primary SMTP Configuration

Disable SMTP / Enable SMTP:

SMTP Host:

SMTP Account:

SMTP Password:

Port:

Security Type:

Mail Sender:

[smtpvgmawl.com

i james7800243.smtp@gmail.com

|

[ 587

|

i james7800243.smtp@gmail.com

Secondary SMTP Configuration

Disable SMTP / Enable SMTP:

America v

SMTP Host: [

SMTP Account: l

SMTP Password i

Port: l25

Security Type: i

Mail Sender: i

Import | Export | Edit
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10.2 Setup LINE

Social media is an important message channel in our daily life. In order to let the operators can get the alert
message much easier and faster, ADM starts to integrate with social channels so that the operators can set
which alert message will be delivered to the correspond operational groups, we believe it will increase the

efficiency of the management.

In the beginning, the user needs to apply the token of LINE Channel from the LINE’s website, about this
step, please refer to the FAQ. After getting the LINE channel token, you can fill in the token in the card and
enable it. In order to make sure the token is workable, you need to do the verification, you will get the

verification code when you trigger the verification process.

LINE @ Cancel

Status: Channel Token: Target: James Chou

Verification Code:

Status: Channel Token:

Status: Channel Token:

Status: Channel Token:

L

Status: Channel Token:

After finishing the LINE settings, the user is able to select which LINE channel will be used to delivered to

alert message of the alert item.

Select LINE Channels

Send message to

[V Target: James Chou
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https://adm-help.allxon.com/?space=ADM&product=ONLINE_HELP_S_06456&locale=ENG

10.3 Alert Table

Category

Connection

System

Display

Peripheral

Alert Item

abnormal

offline

High CPU
Usage

High Memory
Usage

Storage Almost
Full

High System

Temperature

Hardware

Watch Dog

Player Black

Screen

Monitor Lose

Power

Monitor Lose

Signal

Monitor Off

USB Inserted
Alert

Unlock USB

Password Error

Supported Platform

Windows / Android / Linux

Windows / Android / Linux

Windows / Android / Linux

Windows / Android / Linux

Windows / Android / Linux

Windows

Windows / Android

Windows / Linux

Windows / Android / Linux

Android

Windows / Android / Linux

Windows / Android / Linux

w/ Note
Threshold

(Selected Models; Please
check with your hardware

providers for availability)

In only available with the
connected monitor which
supports HDMI-CEC

protocol.
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Camera Android

Abnormal

10.4 Enable the Alert Item and Set the Recipient

Screenshot Steps and Description

e | Step 1. Please go to the
"Alerts" page.

®

Alert Step 2. In this page, you
' will see several categories

B 5 and alert items, just

- ; enable the alert you want

to set for your devices.

Alert Step 2-1. Some of the
alert items may need to
_ set the alert threshold.
For example. CPU usage,
[ ] ‘ memory usage, disk

m=m | usage and system
temperature need user to
set the threshold for

them.
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Set Alert Receiver

Send email to

cho

Step 3. After enabling the
alert item, don't forget
setting the recipient who
is a valid user in ADM
system for receiving the
alert mail. When you type
in the username or mail
address, the system will
help you to search out
the match user

automatically.

If you click the "Save"
button without setting
the recipient, you will see
a red banner on the top
of screen to remind you

to set the recipient.

Nlert Settings

[ Hhigh System Temperature. alert a

[ Harduare Watch Dog

0RO RE

Step 4. Clicking the "Save"
button with finishing all

settings.

The alert email will be sent when the set threshold has been hit for longer than 5 minutes. The

mechanism is designed to prevent the false alarm and reduce unnecessary email alerts. For example, if

the CPU usage is back to normal in 4 minutes after the alert threshold is hit, the alert email will not be sent.
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